NudopmannonHas naMsTKA ISl HECOBEPIIEHHOJIETHUX 110 BONIPOCaM
kuOepoOe3onacHocTu B cetu « MHTEpHET

KoMnblOTEepHbIe BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTJIMYUTETLHON OCOOCHHOCTBIO KOTOPOH SIBJISIETCSI CIIOCOOHOCTH K Pa3MHOKEHUIO
(konmupoBaHu). B 1omosHeHWE K 3TOMYy, BHUPYChl MOTYT TOBPEAUTH WU
MOJTHOCTHIO YHUYTOXKUTH BCE (DailJIbl M JTaHHBIC, MTOAKOHTPOJIBHBIC MOJIH30BATEINIO,
OT UMEHH KOTOPOTro Obljia 3amylieHa 3apakEHHas mporpaMMa, a Takke MOBPEIUTh
WIN JTaK€ YHUUTOXUTh OMNEPAIMOHHYIO CHUCTeMY CO BceMH (aiiamMu B IIEJIOM.
B GonbpmmHCTBE cllydaeB pacpOCTPAHSIIOTCS BUPYChI U€pe3 UHTEPHET.

MeTtoabl 3alIUTHI OT BPEIOHOCHBIX MPOIrPaAMM:

1. Ucnions3yii  COBpEMEHHBIE  OINEpPAIlMOHHBICE  CHUCTEMBI,  HMMEIOIIUE
CEpbE3HBIN YPOBEHB 3AIIMUTHI OT BPEAOHOCHBIX IPOTrPAMM;

2. I[locrossHHO  ycTaHaBiuBai  matud(u@poBble  3aIIaTKU, KOTOPBIC
ABTOMATUYECKU YCTAaHABIIMBAIOTCS C IEJBI0 JOPaOOTKU TPOrpamMMbl) U Jpyrue
OOHOBJICHHMSI CBO€H omepanMoHHOW cucteMmbl. CkayumBaifi WX TOJBKO C
opunpanpHoro cadra paspadorunka OC. Ecim cymectByer — pexum
aBTOMATUYECKOTO OOHOBJICHUS, BKITIOUYH €T0;

3. PaGoraii Ha CcBOeM KOMIIbIOTEpPE IIOJ TMpaBaMH TIOJIb30OBaTENs, a HE
aIMUHUCTpAaTOpa. ITO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. cnonb3yil  aHTUBUPYCHBIE MPOTPAMMHBIE  IPOIYKTBl  M3BECTHBIX
IPOU3BOJIUTENIEH, C aBTOMATUYECKUM OOHOBJIIEHUEM 0a3;

5. Orpanunub PU3NYECKUNA JOCTYI K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIULL;

6. Mcronb3yil BHEIITHUE HOCHTENIW MH(OpMAIMK, Takue Kak (ermika, JTUCK
win (aitn u3 IHTepHeTa, TOIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpwIBaii KOMIIBIOTEpHBIC (DaMJIbl, IMOJYyYCHHBIC W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (haiyibl, KOTOpBIC MPHUCIal TBOW 3HAKOMBIHN. Jlydie yTouHu
y HET0, OTIPABJISUI JTU OH TeOe uX.

Cetn Wi-Fi

C mnomompro WIi-Fi MOXHO TOMydnTh OCCIUIATHBIA HWHTEPHET-TOCTYII
B OOIIIECTBEHHBIX MeCTaxX: Kade, OTeNsAX, TOPTOBBIX IEHTPaxX U a’dpornopTax. Tak xe
SABJISCTCS OTVIMYHOM BO3MOXHOCTBIO BbIXOJa B MHTepHer. Ho MHOrMe skcnepThl
CUHTAIOT, 4TO oOmenoctymabie Wi-Fi ceTn He SBIstoTCS 0€30MacHBIMHU.

CogeTbl 10 6€30MaCHOCTH PA0OTHI B 001IeA0CTYNHBIX ceTsax Wi-Fi

1. He mepenaBaii CBOO JIMUHYIO HHPOPMAIUIO Yepe3 oommenoctymabie Wi-Fi
cetu. PaboTtas B HUX, JKeJaTeIbHO HE BBOJAMUTH MAPOJIU IOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Uctionb3yit 1 OOHOBIISIH aHTUBUPYCHBIE MMPOTPAMMBI U OpanaMay’p. Tem
caMbIM ThI 00€30macullb ce0sl OT 3aKaYKHU BUPYCa Ha TBOE YCTPOICTBO;

3. lpu wucnonwzoBanuu Wi-Fi  otkmoun  dyHkmuo «OOmmiA  A0CTyII
K (Qaiinam u npunTepam». JlanHas (YHKIUS 3aKphITa 1O YMOJIYAHUIO, OJIHAKO



HEKOTOPBIE MOJIH30BATENIN aKTUBUPYIOT €€ JIsl yA00CTBa UCIOIb30BaHuUs B paboTe
WM yueoe;

4. He wucnonws3yii nyOnwunbiidi Wi-FI ams mepemayu JIMYHBIX JTaHHBIX,
HaIrpuMep, JJIsl BBIX0JIa B COLIUANIBHBIE CETH WIH B DJICKTPOHHYIO TIOUTY;

5. Mcnonp3yit Tonbko 3anuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B MmoOunbHOM Tenedone otkiaroun Qynknuio «[lomxmrouenne k Wi-Fi
aBTOMarnyeckn». He nomyckald aBTOMAaTH4YeCKOro IOJAKIIOYEHHUS YCTPOMCTBA K
ceTssM Wi-Fi 6e3 TBoero cornacus.

ConmajbHble CeTH

CouumanbHas CETh - ATO CalT, KOTOPHIN MPETIOCTABISAET BO3MOXKXHOCTD JOJISIM
OCYIIECTBIIATh OOIIECHUE MEXIy co0oil B umHTepHeTe. Yalmie Bcero B HUX IS
KQXJIOTO YeJIOBEeKa BBIJEISETCS CBOs JIMYHAs CTpaHWYKa, Ha KOTOPOW OH
yKa3bplBaeT O cebe pa3nuuHyro uHPOpPMAIlMI0, HAaYMHAS OT WUMEHHU, (QaMWINU U
3aKaHuMBas JIUYHBIMU (poTorpadusmu. MHOTHE TOIB30BATENIM HE TTOHUMAIOT, UTO
uHdopMalusi, pa3MelnieHHass UMH B COIIMAIBHBIX CETSAX, MOXKET OBITh HaiifieHa U
UCIIOJIb30BaHa KEM YrogHo, B TOM UYHCIEe HE 00s3aTeIbHO ¢ OJarumu
HaMEPEHUSIMHU.

OcHOBHBIE COBETHI 10 0€30IACHOCTH B CONMATbHBIX CETSAX:

1. Orpanuubp coucok npy3eil. Y TeOs B Apy3biAX HE JODKHO OBITh
CIIy4ailHBIX M HE3HAKOMBIX JIFOJIEH;

2. 3ammumiail CBOIO YacTHYIO >kM3Hb. He ykaspiBail maposu, TenedoHsl,
aapeca, JaTy TBOEr0 POXIEHUA H JPYryl0 JMYHYI0  HH(POPMAIIHUIO.
310YMBITIIVICHHUKU MOTYT UCIOJIb30BaTh Aake MHPOPMAIIHIO O TOM, KaK Thl U TBOH
POJIUTENH TNIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammumiaii CBOIO peMyTalMio - JEPKU €€ B YHCTOTEe M 3ajaBail cede
BOTIPOC: XOTEJ OBl Thl, YTOOBI IPYTHE MOTH30BATEIN BUEIH, YTO ThI 3arpyKaelib?
[Tonymaii, mpex/ie 4emM 4To-TO ONMyOJIMKOBaTh, HAIIUCATD U 3arPy3UTh;

4. Ecnu T TOBOPUIIH C JIOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOIB3YH CBOE
peasbHOE UM U JPYTYIO JUYHYIO WH(DOpPMAIUU: UMsI, MECTO >KHTEIhCTBA, MECTO
y4eObl 1 poyee;

5. MH36erait pasmemenus dotorpaduii B ntepHeTe, re Thl M300paxeH
HA MECTHOCTH, 110 KOTOPOU MOYKHO OIPEIEIUTh TBOE MECTOMOI0KEHNUE;

6. Ilpu perucrtpanuu B COIMAIBHOW CETH HEOOXOIWMO HCIOJIB30BaTh
CJIOHBIC TIAPOJIH, COCTOSIINE U3 OYKB U UG U C KOJIUIECTBOM 3HAKOB HE MECHEE
8;

7. Jlns couMaibHOW CETH, MOYTHl W JAPYTHUX CaWTOB HEOOXOIUMO
MCITIOJIB30BaTh pa3Hble maponu. Torma ecnu Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH
MOJIY4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJICEKTPOHHBIE ICHbI'H
DONEKTPOHHbIE JEHbIM— 3TO OYEHb YIOOHBIN crnoco0 MiaTexen, OJHAKO




CYLIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh ITH ACHBIHU.

DNEeKTpOHHbIE JAEHBIU MOSBUIMCH COBCEM HEJABHO M MMEHHO H3-3a 3TOTO
BO MHOTUX I'OCY/IapCTBaXx /10 CUX IOP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM PYHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, I/e
UX pa3JeisioT Ha HECKOJIbKO BHUJOB - aHOHUMHBIE U HE aHOHMMHbIE. PazHuna B
TOM, YTO AaHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcsi MpoBOJUTh onepanuu 0e3
UJACHTU(PUKALIMK  TOJb30BaTENsl, a B HE AaHOHUMHBIX HJACHTU(PUKALUU
M0JIb30BATENIA SABISIETCS 00s3aTEIbHOM.

Taxxe cienyer pasnuyaTbh dJEKTPOHHbIE (HUATHBIE JEHBIUM (paBHbI
rOCYy/IapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHBIE HE(pUATHbIE JI€HbIUM (HE DPaBHBI
rOCy/1IapCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ 3JIEKTPOHHBIMHU ICHbIAMH

1. IlpuBsku K cueTy MOOWIBHBIA TelnepoH. DTO camblili yAOOHBIH
U OBICTPBIM CcHOCOO0 BOCCTaHOBUTH JAOCTYyN K cuery. I[lpuBszanHbIi TenedoH
MIOMOJKET, €CJIM 3a0yJelnib CBOM IUIATeXKHBIM TapoJib WM 3aiJIelllb Ha CalT C
HE3HAKOMOI'0 YCTPOWCTBA;

2. Hcnonws3y#t omHopasoBblie maposd. [locie mepexona Ha YCHUIICHHYIO
aBTopu3aluio Tebe yxke He OyneT yrpoxaTh OMACHOCTh KPaKW WIM TepexBaTta
IUTATEKHOTO TapoJIs;

3. Boibepu cnoxhsblil naposs. IlpectynHukam OyaeT He mpOCTO yraaathb
CJIOXHBIA Iapoisib. HajxexxHele maposii — 3TO IMapoJid, KOTOPBIE COJEpKaT He
MeHee 8 3HAKOB M BKIIIOYAIOT B ce€0s CTPOUHBIE U IMPOIHUCHBIE OYKBBI, LIU(PHI U
HECKOJIbKO CHMBOJIOB, TaKH€ KaK 3HaK JoJiapa, pyHTa, BOCKIMLIATEIbHBINA 3HAK U
T.11. Hanpumep, StROng!;

4. He BBOAM CBOM JIMYHBIEC JAHHBIE HA CAMTaX, KOTOPHIM HE JIOBEPSIEIIb.

DJIEKTPOHHAS MOYTA

DNEKTpOHHAs M0YTa — ATO TEXHOJIOTUS U MPEIOCTABIISIEMBIE €10 YCIYTH IO
NEPECHUIKE W TMOJYYCHHIO AJIEKTPOHHBIX COOOINEHUI, KOTOPHIE PacHpeeisioTcs
B KOMIIbIOTEpHON ceTh. OOBIYHO DSJICKTPOHHBIA TIOYTOBBIA SIIUK BBITJISIUT
CIeyIONIMM 00pa3oM: UMS_TONIb30BaTEsI(@WUMsI_ToMeHa. Taxke KpoMme mepeadn
MPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTH Mepe1aBaTh (pailiibl.

OcHoBHbBIE COBETHI 10 0e30NacHOI padoTe ¢ 3JIEKTPOHHOM MOYTOM

1. Hano BeIOpaTh mpaBuiibHBIN MOYTOBBIA cepBuc. B MHTepHeTe ecTh
OTPOMHBIN BBIOOP OECTIATHBIX MMOYTOBBIX CEPBHUCOB, OAHAKO JIYUIIIE TOBEPSITH TEM,
KOO 3HA€llb U KTO MEPBBIN B PEUTHHTE;

2. He yxkaspBaii B nuuHON mouTe JmuuHyro uHbopmanmio. Hampumep,
JydIie BRIOpaTh «MY3BbIKATbHBIN (haHaT@» i «pok2013» BMecto «remal3y;

3. Ncnonp3yil IByX3TanHyl0 aBTOpU3ALMI0. JTO KOrAa MOMUMO Mapos
HY>KHO BBOJUTH KOJI, TPUChLIaeMbIii o SMS;

4, BriGepu cnoxHbI naposib. J[Jisi KaKI0ro MOYTOBOTO SIIIMKA JOJKEH
OBITH CBOW HaJECKHBIN, YCTOMYUBBIN K B3JIOMY NapOJib;

d. Ecnm ectb BO3MOXKHOCTh HAamucaThb CaMOMY CBOW JIMYHBIM BOIPOC,

HCHOJIB3y1>i 9TY BO3MOKHOCTD,
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6. Hcnonp3yii HECKOJBKO IOYTOBBIX SIIMKOB. IlepBBIM I 4acTHOM
MEPENUCKU C aJpecaTamu, KOTOPBIM Thl JOBEpSENIb. IJTO SJICKTPOHHBIN aapec
HE HaJI0 UCIIOJIb30BaTh MPU pErucTpaluu Ha GopyMax U caTax;

7. He otkpeiBaii (haiinel U Apyrue BIOKEHHUS B MUCbMaX AK€ €CIM OHU
NPUILIM OT TBOMX Apy3el. Jlydille yrouHH y HUX, OTIPABISUIM JU OHU TeOe 3Th
(aiinbr;

8. [locnie oxoH4aHusi pabOTHI HA MOYTOBOM CEPBUCE MEPEN 3aKPHITUEM

BKJIAJIKK C CAiTOM He 3a0y/ib HaXKaTh Ha «BIATH».

Kn0epOyJaJMHI WK BUPTYAJbHOE M3/1eBATEILCTBO

KubepOymnmuar—  mpecnegoBaHue COOOIIEHUSIMH, COJICpKAIIUMHU
OCKOpOIIeHUS, arpeccuro, 3aIyruBaHue; XYJIUTaHCTBO; COLIMATbHOE
OOHKOTHPOBAHHE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pb0e ¢ KNOEPOYVIMHIOM

1. He Opocaticsa B Ooii. Jlydmmii crioco6: mocoBeToBaThCs Kak ceds
BECTH U, €CIIM HET TOro, K KOMy MOXKHO OOpaTHUTBCS, TO BHAYaje YCIIOKOUTHCS.
Ecnu TeI HauHemb OTBEYAaTh OCKOPOJEHUSMHU Ha OCKOPOJICHHUS, TO TOJBKO CIle
00JIbIIIe pa30XKeIb KOH(IIUKT;

2. VYmpasisii cBoeit kubeppenyraiuei;

3. AHOHMMHOCTB B ceTH MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD,
KTO CTOMT 32 aHOHUMHBIM aKKayHTOM;

4, He crtour Bectu Xynuranckuii oOpa3 BHUPTYyaJdbHOH IKU3HHU.

WNuTepHeTr ¢uKCUpyeT Bce TBOM JNCHCTBUS M COXpaHSET MX. YaduTh UX Oyner
KpaliHe 3aTPyIHUTEIBHO;

5. Benu cebs BEXIUBO;

6. Urnopupyii enuanyHbii HeratuB. OgHOPA30BbIE OCKOPOUTETBHBIC
cooOmIeHusT Jydiie urHopupoBaTb. OOBIMHO arpeccusi TMpeKpamiaerca Ha
HayaJabHOM CTAJMU;

1. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMH
COOOIICHUSIMHU, B COIMAIBHBIX CETAX €CTh BO3MOXHOCTH OJIOKHUPOBKU OTIPABKH
COOOIICHHI ¢ ONpeIeNICHHBIX aAPeCOB;

8. Ecnu Te1 cBumerens kubepOyummara. TBOU JAEMCTBUS: BBICTYIIUTD
[IPOTUB MpECIeAoBaTeNsA, II0Ka3aTh €My, YTO €ro JIEWCTBHUS OLICHUBAIOTCS
HETaTHBHO, IOANEPKATh JKEPTBY, KOTOPOM HYKHA IICHUXOJOrMYECKas ITOMOIb,
COOOIIHNTH B3POCIBIM O (DaKTE arpeCCUBHOTO MOBEJCHUS B CETH.

MoOmibHbIN TeJ1ed) OH

CoBpeMeHHbIE CMapTQOHBI U MJIAHIIIETHI COAEPkKAT B C€OE€ BIIOJHE B3POCIIBIN
GyHKIMOHAJI, W TEHNeph OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH
KomnbroTepamu. OHAKO, CPEJICTB 3ALIUTHI JJIs TTOJOOHBIX YCTPOMCTB MOKAa OUYECHBb
Masio. TecTupoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX MPOMCXOJAUT HE TakK
MHTEHCUBHO, Kak 115 1K, To ke camoe kacaeTcss 1 MOOUITbHBIX MPUITOKEHHI.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ NPAKTHYECKH JIOTHAJIN
HAaCTOJIbHBIC AHAJIOTH, OJHAKO paclIupeHue (QyHKIMOHAa BJCYET 3a COOOoH
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OOJIBIIYIO CJIOKHOCTh U MEHBIIYIO 3aIUIIECHHOCTb.

Jlaneko He Bce MPOU3BOAMTENM BBIMTYCKAIOT OOHOBJIEHHMSI, 3aKpbIBAIOILNE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMNCTB.

OcHoOBHBIE COBETHI 1/ 0€30MIACHOCTH MOOH/IBHOIO TeJie()OHA!

1. Bynb ocToposkeH, Beab Korjaa Tede npenaraoT 0ecIiaTHbIA KOHTEHT,
B HEM MOT'YT ObITh CKpPBITHI KAKHME-TO IJIATHBIE YCIYTH;

2. Hymaii, npexae yeM otnpaButh SMS, ¢orto unu Bugeo. Tel TouHO
3HaElllb, I/I€ OHU OYJIyT B KOHEYHOM UTOre?

3. Heo6xo01uMo 00HOBISATE ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4, Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJ1sI MOOUJIBHBIX TeJIe(OHOB;

5. He 3arpyxail mpuiiokeHusi OT HEU3BECTHOI'O MCTOYHUKA, BEJb OHU
MOTYT COJEPKaTh BPEJOHOCHOE MPOrpaMMHOE 00eCTIeueHNUE;

6. [locne Toro kak Thl BBIMACHIbL C calTa, € BBOJWI JIMYHYIO
uH(dOpMaInIo, 3211 B HACTPOUKHU Opay3epa u ynanu cookies;

7. [lepronuueckn mpoBepsil Kakue IUIATHBIE YCIYyTW aKTUBHUPOBAHBI
Ha TBOEM HOMEpE;

8. JlaBaii cBOii HOMEp MOOMIJIBHOTO TelieOoHa TOIBKO JIOASM, KOTOPBIX
ThI 3HA€IlIb U KOMY JOBEpSCIIIb;

Q. Bluetooth gomxeH OBITh BBIKJIIOUEH, KOT/Ia Thl UM HE MOJb3YEIIbCS.

He 3a0w1Bait mHOT1a TPOBEPSTH ITO.

OUIINHT WM KPAaXkKa JUYHBIX JTAHHBIX

I'maBuas uenp ¢GumuHr- Buga HWHTEpHET-MOIIEHHUYECTBA, COCTOUT
B TMOJIYYEeHUH KOH(DUIICHIUATbHBIX [AaHHBIX TMOJb30BaTEeNiel — JIOTUHOB U
naposieii. Ha anrmmiickom si3eike phishing uurtaercs kak ¢umuer (ot fishing —
pBeIOHAs JOBIISI, password — Mmaposb).

OcHoBHBIE COBETHI 110 00pbHOE ¢ PUIMHIOM

1. Cnenu 3a cBouM akkayHToMm. Ecinum Thl mojo3peBaeiilb, YTO TBOS
aHkeTa ObUIa B3JIOMaHa, TO HEOOXOAWUMO 3a0JIOKMPOBATh €€ W COOOIIHTH
aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonp3yit Oe3omacHble BeO-CaliTbl, B TOM 4YHCJE, WHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CUCTEM;
3. Hcnonb3yit cloXHBIE M pa3Hble Mapoiu. TakuMm oOpa3oM, eciu Teds

B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJYyYaT JOCTYH TOJIBKO K OJIHOMY TBOEMY
po IO B CETH, a HE KO BCEM;

4, Eciu T1e0s B3momanu, TO HEOOXOAUMO MTPEAYNpPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBICHBI y TEOS B JPY3bsX, O TOM, YTO TeOS B3JIOMAIIA
M, BO3MOXXHO, OT TBOEro WMEHW OyJeT pacCchUlaThCsi CHaM M CCBUIKH Ha
(UIITMHTOBBIE CANTHI;

d. YcranoBu Haaexubii napois (PIN) Ha MOOWITBHBIN TenedoH;
6. OTkJIr04M coxpaHeHue napoJs B Opaysepe;
7. He oTkpeiBaii (aitnbl U Apyrue BIOXKEHUS B MUChbMaxX Aa)ke €CIM OHU

MPUIUIK OT TBOUX JApy3eH. Jlyuiie yTouHu y HHMX, OTIPABISUIM JU OHU TeOE 3TU
(baibl.



